SPORTS

Online Safety Policy
Planet Soccer / Sports7

1. Policy statement

Sports7, trading as Planet Soccer recognises that online safety is an essential part of safeguarding
children. Technology can support communication, administration and promotion, but misuse of devices,
messaging, social media, online content or personal data can expose children and staff to harm.

This policy sets out expectations for safe and professional use of technology in Planet Soccer/Sports7
activities, including PE and sports coaching in schools, after-school clubs and holiday camps. It applies
whether technology is owned by the company, a school or venue, a member of staff, a child or another
person.

2. Aims

e protect children from harmful or inappropriate online content, contact, conduct and commercial
risks

e ensure staff maintain appropriate professional boundaries online

e provide clear rules for mobile phones, messaging, social media, photography and online
communication

e ensure online safeguarding concerns are recognised, recorded and reported promptly

e protect personal and confidential information and reduce the risk of data breaches

e work appropriately with schools, venues and parents/carers where online safety responsibilities
overlap

3. Safeguarding responsibility

Online safety concerns are safeguarding concerns. The Designated Safeguarding Lead (DSL), or
appropriate safeguarding lead for the activity, should be informed of concerns involving a child. Staff
must follow the Safeguarding & Child Protection Policy and must not investigate suspected abuse
themselves.

When Sports7 works within a school, the school retains its own statutory safeguarding and technology
responsibilities. Coaches must comply with relevant school rules and report concerns through the
agreed safeguarding route as well as following company procedures where required.

4. Main areas of online risk

Staff should understand that online harm can arise through content, contact, conduct and commercial
activity. Examples include:

e sexual, violent, hateful, discriminatory, extremist or otherwise age-inappropriate content
e cyberbullying, harassment, threats, coercion or abuse

e grooming, exploitation, sexual communication or adults posing as children

e sharing intimate images, sexualised content or other harmful material

e contact with strangers or unsafe online communities
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misinformation, scams, phishing, impersonation and malicious links

gambling-like features, inappropriate advertising or pressure to spend money
e oversharing personal information, location data, images or identifying details

5. Staff professional conduct online

e Staff must maintain the same professional boundaries online as they do face to face.

e Staff must not add, follow or accept children attending Planet Soccer/Sports7 as personal social-
media friends or contacts.

e Staff must not use personal social-media accounts or private messaging accounts to develop one-to-
one relationships with children.

e Staff must not send sexual, discriminatory, intimidating, inappropriate or unprofessional content to
or about children.

e Staff should keep personal social-media privacy settings under review and avoid posting material
that could undermine safeguarding, professional boundaries or the reputation of the company.

e Staff must not use technology to photograph, record or share children except in accordance with
the Photography and Filming Policy.

6. Communication with children and parents/carers

Company communication should normally be with parents/carers, schools or other responsible adults
rather than directly with primary-aged children. Approved company email accounts, booking systems or
other authorised channels should be used for operational communication.

Staff must not move conversations onto disappearing-message, secret-chat or personal social-media
channels.

Staff must not privately message children from personal accounts or personal telephone numbers
unless an exceptional safeguarding or emergency circumstance makes this unavoidable. Any such
contact must be reported to the Lead Coach/DSL and recorded as appropriate.

N

. Mobile phones and personal devices

e Staff personal phones should be kept securely and used only when appropriate during working time.

e Personal devices must not be used to take photographs or videos of children unless specifically
authorised under company arrangements.

e Phones must never be used to photograph or record in toilets, changing areas or during intimate
care.

e Staff must not allow children to access confidential company information, staff accounts, email or
files on a device.

e Where children bring their own phones, smart watches or internet-connected devices, the rules of
the school, venue or camp apply. Planet Soccer/Sports7 may require devices to remain stored away
during activities.

e A child needing to contact home should normally do so through the Lead Coach/Camp Leader or
agreed venue procedure rather than using a device secretly during the session.

8. Internet access, filtering and monitoring

Sports7 does not routinely provide children with internet access or devices as part of sports coaching.
Where company activities use a school or venue network, the relevant school or venue filtering,

monitoring and acceptable-use arrangements must be followed.
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If Planet Soccer/Sports7 directly provides children with internet-connected devices or connectivity in
future, appropriate age-related filtering, security and monitoring arrangements must be considered
before use. Staff should remember that filtering on a venue network will not necessarily protect a child
using their own mobile-data connection.

9. Children using devices during activities

Children should not normally need personal devices during coaching sessions. If a device is permitted,
children must use it safely and must not photograph, film, bully, harass or share information about
another child without appropriate permission.

If staff become aware that a child is viewing, creating or sharing harmful or inappropriate material, they
should respond calmly, avoid unnecessarily viewing or forwarding the material, preserve relevant
safeguarding evidence where appropriate, and report the concern to the DSL/Lead Coach.

10. Social media and company accounts

e Only authorised staff may post on official Planet Soccer/Sports7 social-media accounts.

e Images and videos of children may only be posted in accordance with the Photography and Filming
Policy and applicable consent/lawful-basis arrangements.

e Children should not normally be identified by full name alongside their image.

e Staff must not disclose confidential safeguarding, medical, SEND, contact or family information on
social media.

e Comments, direct messages and other interactions on company accounts should be monitored
appropriately and safeguarding concerns escalated.

e Passwords and access to company social-media accounts must not be shared with unauthorised
people and access should be removed when no longer required.

11. Photography, filming and live streaming

All photography and filming is governed by the Sports7 Photography and Filming Policy. Live streaming
involving children must not take place unless it has been specifically authorised, safeguarding and
privacy risks have been considered, and appropriate arrangements are in place.

12. Data protection, accounts and cloud storage

e Children’s personal information must only be accessed, used and shared for legitimate company
purposes.

e Company files containing personal or special-category data must be stored in approved systems
such as authorised Microsoft 365/0neDrive locations, with access limited to those who need it.

e Staff must use strong passwords and any required multi-factor authentication and must not share
login credentials.

e Confidential information should not be permanently downloaded to personal devices unless
specifically necessary and authorised; local copies should be deleted securely when no longer
needed.

e Staff must check recipients before sending emails, links, images or documents containing personal
information.

e Suspected loss, accidental sharing, unauthorised access or other personal-data breach must be
reported immediately under the Data Protection / Personal Data Breach Procedure.
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13. Artificial intelligence and online services

Staff must use particular care when using generative Al, image-editing services, cloud tools or other
third-party online services. Confidential information, safeguarding records, healthcare information,
identifiable children’s data or images must not be uploaded to an unapproved service.

Al-generated or edited material used by the company must be suitable, accurate enough for its purpose
and professionally reviewed. Al must never be used to create sexualised, humiliating, deceptive or
otherwise harmful images or content involving children.

14. Cyberbullying and harmful online behaviour

Online bullying, harassment or harmful behaviour involving children connected with a Planet
Soccer/Sports7 activity should be taken seriously even where it occurs away from the session. The
company will act where the issue affects a child’s safety or participation, and may work with
parents/carers, the school or venue and safeguarding agencies as appropriate.

15. Online sexual abuse and harmful imagery

Any concern involving grooming, sexual communication, sexualised images, coercion, exploitation or
suspected child sexual abuse material must be treated as a safeguarding matter and reported
immediately to the DSL. Staff must not copy, download, forward or unnecessarily view sexual images of
children. Where there is immediate risk of harm, emergency services should be contacted.

16. Radicalisation and extremist material

Staff should be alert to online material or contact that may indicate a child is being drawn into extremist
ideology or radicalisation. Concerns must be reported through safeguarding procedures. Staff should
not attempt to investigate a child’s devices or online accounts themselves.

17. Reporting online safety concerns

Staff must report any online safety concern that may indicate a child is at risk to the DSL or appropriate
safeguarding lead without delay. This includes concerning messages, online threats, grooming, sexual
content, cyberbullying, extremist material, suspicious adult contact, or inappropriate staff-child
communication.

If the concern relates to the behaviour of an adult working with children, staff must follow the company
allegations/low-level concerns and safeguarding procedures. Concerns must not be discussed widely or
investigated informally.

18. Training and awareness

Staff will receive information appropriate to their role on safeguarding and online safety. Lead Coaches
and DSLs should understand the company reporting arrangements and how online issues can form part
of wider safeguarding concerns. Updates will be provided when risks, technology, guidance or company
practice materially change.

19. Related policies and documents

e Safeguarding & Child Protection Policy

e Staff Code of Conduct / Safer Working Practice

e Photography and Filming Policy

e Data Protection Policy and Personal Data Breach Procedure
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Mobile phone/device arrangements where applicable
Anti-Bullying / Behaviour Policy

Whistleblowing and allegations/low-level concerns procedures
Inclusion Policy

21. Monitoring and review

This policy will be reviewed at least annually and sooner following a significant online-safety incident,
material change in technology or company practice, or relevant change in legislation or safeguarding

guidance.
Policy owner Sports7 Ltd / Planet Soccer
Responsible lead Director J Sebo
Adopted/updated September 2026
Review frequency At least annually and sooner where required
Next formal review September 2027
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